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	DISCLAIMER

Standard Operating Procedures (SOPs) provide a step-by-step guide for staff directly involved in the processing of administrative actions to support and facilitate the implementation of WHO policies and procedures. The SOPs are for guidance only; they are neither authoritative nor binding. The SOPs reflect the policies and procedures of WHO at the time of writing; however, policies and procedures change from time-to-time. In the case of a conflict between the SOPs and the WHO eManual provisions, the WHO eManual provisions take precedence.
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1. INTRODUCTION

1.1. Overview/Description

i. This Standard Operating procedure (SOP) provides guidance for data quality maintenance of supplier records in GSM. Although Supplier data go through various validations by the Supplier Management Unit at the Global Services Centre (GSC) at initial creation or when there are change requests.  The validations are performed based on existing SOPs:

· FIN.SOP.X.036	Corporate Suppliers
· FIN.SOP.X.037	Non Staff Meeting Participants (NSMP).  
· FIN.SOP.X.034	Supplier Bank Account Maintenance
· FIN SOP.X.035	Supplier Bank Header

ii. Supplier data may contain errors or inconsistencies from the outset or become obsolete due to subsequent changes such as new banking regulations and requirements.  Supplier data quality maintenance is, therefore, a continuous process that seeks to verify accuracy and completeness of all active suppliers’ records in GSM.  The process aims to subject every active supplier’s data to verification as per this SOP at regular intervals.  

1.2. General Guidance / Business Rules

i. In Supplier Management database in GSM, suppliers are categorized as Corporate and Non-staff Meeting Participants (NSMP).  Each supplier record that is approved in GSM will have a unique supplier number. 
ii. Supplier data is created in GSM based on requests submitted in AP Self Service Supplier Request pages in GSM.  Supplier Management Unit at GSC approves or rejects the requests after thorough review.  
iii.  Duplication of a record is not allowed except for records under the scenarios below:

· For suppliers classified as SSA (Corporate Supplier), creation of additional record as NSMP is allowed.  This is to facilitate the process to raise Travel Requests (TR) in the Travel Module of GSM, which does not allow retrieval of suppliers classified as SSA.
· The system does not allow issuance of GES contracts to suppliers classified as Travel Agent (Corporate Supplier). However, requirements arise to issue such contracts to travel agents (example is providing transportation, administration work for visa etc.).  In such situations, to allow requestors issue the contract, a duplicate supplier creation is permissible under the classification of Supplier of Goods and Services.   At the time of approval, the validity of the supplier will be restricted to a month.  The record can be activated in future, if a need to issue GES contract arises again.

1.3. Reference Material 
1.3.1. WHO eManual 
· WHO eManual X.2.1 Commitments and encumbrances, Paragraph 90

1.3.2. UPKs

· 1.502 Request modification of Corporate Supplier
· 1.506 Request modification of Non Staff Meeting Participant
1.3.3. Related SOPs

· FIN.SOP.X.034 Supplier Bank Account Maintenance
· FIN.SOP.X.035 Supplier Bank Header
· FIN.SOP.X.036 Corporate Supplier Self Service Approval Process
· FIN.SOP.X.037 Non-staff Meeting Participants Self Service Approval Process

1.3.4. Other reference materials

· ‘Frequently Asked Questions (FAQ) for Supplier Management’ regarding supplier creation/change requirements developed to enable Major Offices to improve the quality of their submissions.
· ‘Bank Header and Currency Special Requirements’ document showing country-by-country banking requirements;
· ‘Supplier Creation / Modification Template’ used to collect supplier data and includes country specific bank information requirements
2. KEY ACTIVITIES

2.1. Continuous supplier data quality check

i. Supplier Management Team shall conduct a continuous check on the overall supplier data.  This check shall be scheduled in such a way as to cover the entire active suppliers’ data in a cycle of two years.  
· At the beginning of each quarter, a list of all active suppliers shall be extracted;
· The list is sorted alphabetically and a batch will be selected for checking (e.g. in quarter 1 check supplier whose names start with the letters A-D and in quarter 2 check those under the batch for letters E-G, etc.)
· A manual tracker of the checking exercise shall be maintained in the shared folder for Supplier Management under the name <Supplier_Data_Quality_Check_Quarter#_MMM_YYYY>;
· The checking exercise shall be limited to the following data elements;
· Bank information to be checked against most recent banking information related instructions contained in the document maintained by CPP, namely, “Bank Header and Currency Special Requirements”.  This file serves as a repository for a country-by-country banking requirements.   
· Pay Group codes (PI Keys) will be checked based on the based on the PI Key master list that is regularly updated by CPP and maintained in the CPP shared folder.
· Supplier name to be checked for irregular characters, symbols, spaces that may lead to bank rejections
· Supplier/Payee name mismatch / Third party authorization 
· Office of Foreign Assets Control (OFAC) listing at https://www.treasury.gov/resource-center/sanctions/SDN-List/Pages/consolidated.aspx
· UN Procurement Department (UNPD) listing to be obtained from Global Procurement and Logistics at GSC
· UN consolidated sanctions list athttps://www.un.org/sc/suborg/en/sanctions/un-sc-consolidated-list;


· The checking exercise shall involve the same steps and validations followed while approving new supplier requests as per the following SOPs;
· FIN.SOP.X.036 Corporate Supplier Self Service Approval Process
· FIN.SOP.X.037 Non-staff Meeting Participants Self Service Approval Process
· FIN.SOP.X.034	Supplier Bank Account Maintenance

ii. In addition to the above, a random sample checking of suppliers’ records will be performed to ensure consistency of supplier data with the information actually provided by suppliers.  The checking exercise shall compare the supplier data in the source document (e.g. Supplier Creation/Modification Template) against the corresponding record in GSM.  The samples will be drawn from the quarterly extract of supplier records mentioned in 2.1 (i) above.  The steps will be as follows:
· Randomly select 90 suppliers for the quarterly check (30 per month) ensuring proportional sample size across Major Offices and HQ;
· In the manual tracker <Supplier_Data_Quality_Check_Quarter#_MMM_YYYY>  mark the suppliers sampled as “Yes” in a separate column (e.g. column titled “Supporting document check”); 
· Send emails to the respective requestors of the sampled suppliers asking them to provide copies of the source documents used to collect supplier data and create the supplier records in GSM;
· The GSC supplier processor shall compare the content in the supporting documents to the supplier data in GSM;

iii. If more than one error is detected in supplier data created/modified based on a request from a specific requestor, all the requests submitted by that requestor shall be subjected to the checks under this section of the SOP.

iv. Inconsistencies or discrepancies will be recorded in the manual tracker using the relevant error categories shown in Annex 1 as applicable.  An email shall be sent to the respective requestors describing the inconsistencies and requesting corrective actions.  The records in the manual tracker will be marked closed once the issues are resolved.   Where the issue is deemed not resolvable or no action is taken by requestor, the record may be end-dated and brief explanation shall be inserted in the tracker (e.g. No response received about supplier and payee name discrepancy – supplier end-dated).  Findings and actions taken based on the checks shall be recorded in the manual tracker and communicated to the requestors for any required corrective actions.


2.2. Other Targeted Checks:   Duplicate supplier check

· On a quarterly basis, a report in GSM called “Duplicate Supplier Report” is run with the criteria being suppliers with matching first 10 characters in their names. 
· Once the output is generated, the files are segregated and shared among the supplier processors for checking;
· The file shall be named “Duplicate Suppliers<DD-MM-YYYY>” and saved in excel format in the shared folder for Supplier Management and used as a manual tracker;
· The processors will check for any duplicates in the supplier records;
· If duplicates are found, the supplier processor shall update the manual tracker from which a list will be extracted for end-dating purpose;
· A note shall be inserted in “Alternate Supplier Name” field in GSM indicating the other supplier number which is the duplicate to the existing record.   This cross-referencing facilitates future tracking of such suppliers based on the reason the supplier was end dated.
· Using the updated manual tracker, the Team Lead for Supplier Management extracts the list of duplicate suppliers and requests IMT to automatically end-date those records and categorize them as “GSC Clean up”.  Supplier Management Processors may also end date and manually change the category to “GSC Clean up”
· Using an SQL a list of active suppliers and the related bank accounts shall be extracted and analyzed to identify duplicate suppliers using the same bank account.  This will be communicated with the responsible officer for clarification, justification or corrective action, which will be recorded in the manual tracker.  

2.3. Other Targeted Checks:  Checking of PI key for suppliers 

i. Payment files are generated by the Common Payments Platforms Team (CPP) based on Pay Group codes (PI Keys) reflected in the Suppliers’ records.  PI keys for each supplier are determined by processors in Supplier Management and recorded at the time of Supplier Creation approval as per the SOPs on Corporate Suppliers and NSMPs.  PI keys may also be changed when supplier change bank accounts.  If PI keys are setup wrongly, payment would fail at CPP level, which is the last step in the payment process.  As such, the process to rectify the error and re-process the payment is a costly exercise.  It is, therefore important that the accuracy of PI keys is checked on a regular basis.

ii. On a by-weekly basis, a list of suppliers approved during the preceding two weeks shall be extracted using SQL script provided by IMT and 100% checking shall be performed by processors in Supplier Management to ensure the correctness of the PI keys used in the supplier records.  The checking on PI keys will be performed based on the PI Key master list that is regularly updated by CPP and maintained in the CPP shared folder.

iii. In addition to the above checks, the Invoice Processing Team, the Compliance and Reporting Team and CPP will perform checks on PI Keys used in supplier invoice transactions before payments.  The checks will be systematically performed in excel against the PI key master list.

iv. Findings of these checks are reviewed by the Team Lead for Supplier Management who shall ensure that immediate actions are taken to rectify the errors discovered. 

2.4. Other Targeted Checks:  Checking consistency of Supplier Bank Account Currency and Purchase Order (Invoice) Currency 

i. Payments of invoices to suppliers’ bank accounts maintained in different currencies than the currency in which the payment instructions are issued entail extra bank charges to the organization.  It also exposes suppliers to exchange differences when banks convert the payments for deposit into their accounts.  This situation is caused when Purchase Orders/Invoices are issued in different currencies than the currencies of the suppliers bank accounts held in the supplier database.

ii. To prevent the above, a report is run on a bi-weekly basis to identify supplier data with such currency mismatches.  An existing SQL script developed for this purpose shall be used for the data extraction.

iii. When a supplier record is identified as having an active bank account in a currency that is not matching with the currency of an existing Purchase Order, the Team Lead for Supplier Management shall assign a processor to inform the original requestor to obtain a correct bank information from the supplier and submit an AP self-service request in GSM to update the record.





2.5. Other activities contributing to enhancement of supplier data quality

Mass closure of inactive suppliers

i. The risk of supplier records holding obsolete data is higher when there is long period of inactivity.  Therefore, there shall be a continuous process to end-date inactive suppliers.  

· The minimum period of inactivity to trigger the end-dating process is generally 12 months;
· BFOs may specify a minimum period of inactivity to be used for end-dating suppliers relating to their respective regions as the requirement may vary based on regional circumstances.  For HQ, Management Officers will be the focal persons for this purpose.
· At the beginning of each year, Supplier Management Team Lead shall submit a Service Request to IMT to generate a report of suppliers who are inactive for a period of at least one year.  The report shall be segregated by Major Offices and sent to the BFOs /Management Officers ( HQ), requesting them to approve end-dating;
· BFOs may liaise with the country offices for confirmation of end-dating;
· BFOs / Management Officers (HQ) shall send the final list of suppliers to be end-dated to GSC Supplier Management Team Lead;
· The GSC Supplier Team Lead then forwards the consolidated list to IMT under the Service Request raised for data extraction, informing them to inactivate the suppliers via a data fix;
· IMT shall perform the data fix in QA instance and informs the Team Lead to verify if the suppliers are end-dated as per the request. The team lead shall perform a random check;
· Once the Team Lead confirms success of the process in QA, the data fix would be moved to production and the suppliers shall be end-dated in production; 
· The result shall be verified by the Team Lead again in Production;
· If the process is deemed successful, the Service Request shall be closed.

ii. In the event that a supplier that has been end-dated as per the above process returns to do business with the WHO, the relevant WHO focal person must request reactivation.  The request will have to be approved by Supplier Management – GSC and this creates the opportunity to ensure that up-to-date supplier data is captured in GSM.
Regular reporting to Major Offices on Supplier Creation Request Analysis
iii. GSC Supplier Management also issues quarterly reports to Major Offices analysing the quarterly supplier creation/change requests, which identifies non-compliant entries.   The report highlights the most frequent reasons for rejections, identifies users with the highest number of non-compliant submissions, reflects monthly trends in the rejections etc. These provide information to Major Offices to proactively devise actions (e.g. user training materials endorsed by GSC) that are more targeted to their respective situations, so that future errors or rejections are avoided.  

Enhancing data quality to ensure compliance with current banking or regulatory requirements

iv. Supplier data may also become obsolete when regulatory bodies or banks in various countries introduce new requirements for the data elements captured in payment instructions.  To ensure consistency of supplier data with current banking requirements, the Team Lead for Supplier Management shall:
· keep the processors in Supplier Management regularly informed of such changes;
· promptly update relevant approval matrixes, SOPs, templates, etc.;
· extract, analyze and communicate non-compliant supplier information with the relevant Major Offices in order for them to provide compliant data;
· as necessary, liaise with IMT to perform mass changes automatically;
· end-date suppliers that remain non-compliant after at least 2 follow-ups with the relevant Major Office;

v. The Team Lead for CPP shall also contribute to the supplier data quality maintenance process.  This involves:
· Informing the Team Lead for Supplier Management on a daily basis of supplier data errors encountered during payments processing with a specific timeline for correction of the data;
· Promptly informing the Team Lead for Supplier Management of any changes in banking requirements so that required changes are reflected in the supplier data within a specific timeframe.   
· Updating the Country-by-Country banking requirements repository document promptly whenever there are changes.  The repository shall be used as a reference for the supplier data quality check to be performed by Supplier Management Team. 

vi. Any changes to banking requirements may have implications on information and instructions held in various reference materials such as FAQs, Templates, etc.  The Team Lead for Supplier Management shall ensure that such materials are updated promptly.  

2.  PROCESS FLOW
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3.  PROCESS STEPS

	Step
	Control (C)
	Type
	Process
	Role / Responsibility

	
	
	
	Duplicate supplier check 
	

	1
	
	GSM
	Log into GSM using your log-on ID
	Supplier Processor

	1.1
	
	GSM
	Click on AP Supplier Creation Processor responsibility
	Supplier Processor

	1.2
	
	GSM
	Next click on Suppliers
	Supplier Processor

	1.3
	
	GSM
	Next click on Entry
	Supplier Processor

	1.4
	
	GSM
	Then enter the name to be checked like %MICHAEL% (either first name, surname etc)
	Supplier Processor

	1.5
	
	GSM
	Verify any duplicate names. If duplicate exists, verify for address, telephone number, email ID, bank account details etc to ensure if it is the same person or otherwise.
	Supplier Processor

	1.6
	
	GSM
	Duplicate supplier check
Categorise the record as “GSC Clean up” and a note would be inserted in “Alternate Supplier Name” field indicating the other supplier number which is the duplicate to the existing record.

	Supplier Processor











4.  KEY RISKS & COMPENSATING CONTROLS

	Risks
	Compensating Controls
	Process Step

	4.1 Internal Risk
	
	

	Supplier data may become obsolete after data quality check and remain so until it is picked up at a next cycle

	Supplier data is checked at occurrence of events that may render it obsolete.

There are also targeted additional checks that may reveal obsolete data and trigger action to update.

	2.2, 2.3


2.4

	Errors/Inconsistencies identified and communicated to requestors may not be corrected by them

	The records with inaccurate data may be end-dated
	2.1





Annex I

	Generic Rejection Reason
	Detailed Rejection Reason

	101 Corp Missing/wrong bank information
	Approved bank information deleted

	
	IBAN and Account No do not match

	
	Incomplete bank branch address

	
	Incomplete/Wrong account number

	
	Inserting an identical bank account

	
	Invalid ABA ACH

	
	Invalid Currency

	
	Invalid or Missing Special Requirements

	
	Invalid or Missing SWIFT/LCC/IBAN

	
	Invalid PI Key request

	
	Intermediary bank information

	
	Making a bank account inactive

	
	No bank information

	102 Corp Duplicate
	Duplicate record exists as Corp

	
	Duplicate record exists as NSMP

	
	Duplicate record exists as Employee

	
	Duplicate Request

	104 Corp Missing/Wrong supplier information
	Abbreviations, Accents & Special Characters

	
	Accents/Abbreviated supplier name

	
	Change in supplier name

	
	Making a supplier with outstanding PO/Invoice inactive

	
	Wrong Classification

	
	Invalid e-mail address

	105 Corp Supplier-Payee name mismatch
	Invalid 3rd party authorisation

	
	No 3rd party authorisation

	106 Corp Supplier-Third Party black listing 
	UNPD Listed Supplier

	
	OFAC Listed Supplier

	
	UN Resolution 1267 listed supplier

	201 NSMP Missing/wrong bank information
	Approved bank information deleted

	
	IBAN and Account No do not match

	
	Incomplete bank branch address

	
	Incomplete/Wrong account number

	
	Inserting an identical bank account

	
	Invalid ABA ACH

	
	Invalid Currency

	
	Invalid or Missing Special Requirements

	
	Invalid or Missing SWIFT/LCC/IBAN

	
	Invalid PI Key request

	
	Intermediary bank information

	
	Making a bank account inactive

	
	No bank information

	202 NSMP Duplicate
	Duplicate record exists as Corp

	
	Duplicate record exists as NSMP

	
	Duplicate record exists as Employee

	
	Duplicate Request

	204 NSMP Missing/Wrong supplier information
	Abbreviations, Accents & Special Characters

	
	Accents/Abbreviated supplier name

	
	Change in supplier name

	
	Making a supplier with outstanding PO/Invoice inactive

	
	Wrong Classification

	
	Invalid e-mail address

	205 NSMP Supplier-Payee name mismatch
	Invalid 3rd party authorisation

	
	No 3rd party authorisation

	106 NSMP Supplier-Third Party black listing 
	UNPD Listed Supplier

	
	OFAC Listed Supplier

	
	UN Resolution 1267 listed supplier
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